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Abstract:

Home automation systems have become essential for improving comfort, security, and energy efficiency in
modern households. Unlike conventional smart home systems that rely solely on internet connectivity, the
proposed system introduces a GSM-based fallback communication mechanism to ensure reliable operation under
unstable network conditions common in developing regions. This paper presents the design and implementation
of an intelligent low-cost home automation system tailored for Libyan households using Raspberry Pi and an
Android application. The proposed system integrates multiple communication interfaces, including a mobile
application, web interface, and GSM-based communication, to ensure flexible and reliable remote access.
Raspberry Pi acts as the central controller, interfacing with sensors and actuators via GPIO pins and executing
real-time control using the Python programming language. A security subsystem based on a PIR motion sensor
and a camera module is implemented to detect intrusions and send SMS alerts. Experimental results demonstrate
fast response time (120-280 ms), high reliability (98%), and accurate control of home appliances. The proposed
system provides a cost-effective, scalable, and robust solution suitable for developing environments.
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1. Introduction

Technology has become an integral part of modern life, significantly transforming the way
people communicate, access information, and interact with their daily environments. One of
the most important applications of the Internet of Things (IoT) and embedded systems is smart
home automation, which enables users to remotely monitor and control household devices and
security systems, thereby improving comfort, safety, and energy efficiency [1], [3].

Smart home systems allow users to control various electrical appliances such as lighting
systems, air conditioning units, fans, and security devices through mobile applications, web
interfaces, or automated control mechanisms. In recent years, loT-based solutions have gained
significant attention due to their ability to enable seamless communication between hardware
devices and software platforms in real time [1], [5].

Among the most widely used platforms for smart home development is Raspberry Pi, which
provides a low-cost, flexible, and powerful computing environment. It supports General
Purpose Input/Output (GPIO) interfaces and allows programming using high-level languages
such as Python, making it suitable for real-time embedded and IoT applications [2], [6].

However, despite the rapid development of smart home technologies, many existing systems
still face several limitations, including high implementation cost, reliance on a single
communication channel, and lack of reliability under unstable internet conditions. These
limitations are particularly critical in developing regions such as Libya, where network
infrastructure may be inconsistent [4], [8].

Therefore, this study proposes a low-cost and multi-interface smart home automation system
tailored for Libyan households. The proposed system integrates Android application control,
web-based access, and GSM communication as a fallback mechanism to ensure continuous and
reliable operation even in cases of internet failure. In addition, the system incorporates a real-
time security subsystem using sensors and a camera module for intrusion detection and alert
generation.

This work addresses the reliability gap in existing smart home systems by introducing a multi-
interface architecture with GSM-based fallback communication.

2. Related Work

Research in smart home automation has evolved significantly over the past decade, driven by
advancements in [oT, embedded systems, and wireless communication technologies.

Early home automation systems were primarily based on microcontroller platforms such as
Arduino, which provided basic local control of household appliances. However, these systems
were limited in processing capability and lacked scalability for complex loT applications [6],
[8].

With the emergence of IoT technologies, more advanced architectures were introduced to
enable remote monitoring and control of smart devices over the internet. For example, Al-
Fuqgaha et al. presented a comprehensive overview of IoT enabling technologies, highlighting
communication protocols, system architectures, and application domains including smart
homes and industrial systems [1]. Similarly, Gubbi et al. proposed a reference IoT architecture
that serves as a foundation for modern connected smart environments [3].

In addition, Raspberry Pi has been widely adopted in academic and prototype-level smart
home systems due to its affordability and flexibility. It supports multiple interfaces such as
sensors, cameras, and wireless modules, making it suitable for real-time automation systems
[2].

Security and privacy remain critical challenges in [oT-based smart home systems. Several
studies have highlighted the importance of secure communication, authentication mechanisms,
and data protection in connected environments. For instance, Alshammari and Alotaibi
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proposed a secure smart home architecture integrating IoT with GSM-based fallback
communication to enhance system reliability in unstable network conditions [4].

Recent research has also focused on improving smart home intelligence by integrating
multi-interface control systems. Patel and Shah introduced a multi-channel home automation
system using GSM and web technologies, demonstrating improved accessibility and reliability
compared to single-channel systems [8]. Furthermore, Singh and Gupta demonstrated the
effectiveness of low-cost Raspberry Pi-based systems combined with Android applications for
real-time home automation control [6].

Despite these advancements, most existing systems still rely on a single communication

method such as Wi-Fi or cloud-based control, which makes them vulnerable to network
failures. Moreover, few studies have addressed the integration of GSM as a backup
communication channel in smart home systems, especially for regions with unstable internet
connectivity.
Therefore, this work differentiates itself by proposing a unified multi-interface smart home
system that integrates Android, web, and GSM communication channels, along with a real-
time security subsystem based on sensors and image processing to ensure reliability, flexibility,
and cost-effectiveness.

Table 1 Comparison of Home Automation Systems
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Traditional i\xoziilhes /
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ler Systems .

automation

SMS
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only
IoT Cloud- Internet /
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Systems applications
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Systems
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3. System Design

The overall architecture of the proposed home automation system is shown in Figure 1. The
system is designed using a layered architecture that integrates hardware components, software
control, and communication interfaces to achieve real-time monitoring and control.
3.1 System Architecture
The system consists of three main layers:
1. Input Layer (Sensors)
This layer is responsible for collecting real-time data from the environment. It includes:
e PIR motion sensor for intrusion detection
e User input via Android application and web interface
e Set of manual control commands
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e The camera module is considered part of the input layer as it captures visual data for
security monitoring.
2. Processing Layer (Raspberry Pi Controller)
e Raspberry Pi acts as the central processing unit. It:
e Receives sensor data through GPIO pins
e Processes control logic using Python
e Makes real-time decisions based on user input and sensor events
3. Output Layer (Actuators)
e This layer executes the control actions, including:
¢ Relay modules for switching home appliances (lights, fans, etc.)
¢ GSM module for sending SMS alerts
3.2 Communication Interfaces
The system supports multiple communication methods to improve flexibility:
e Android Application: Used for remote control and monitoring
e Web Interface: Provides browser-based access to the system
e GSM Module: Sends SMS alerts during security events
This multi-interface design ensures that the system remains accessible even in cases of internet
failure.
3.3 Figure Description
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Figure 1. Architecture of the proposed home automation system.

The figure illustrates the interaction between sensors, Raspberry Pi controller, and output
devices. The Raspberry Pi receives input signals from sensors and user interfaces, processes
the data, and controls actuators through relay modules. Communication is achieved through
WiFi/Internet for Android and web interfaces, and GSM network for SMS-based alerts.

3.4 Security Considerations
Basic authentication mechanisms are implemented in the web and Android interfaces to
prevent unauthorized access. SMS alerts serve as an additional security notification layer.
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4. System Implementation and Contributions
4.1 System Implementation Details
The proposed system was implemented using Raspberry Pi as the main controller, programmed
using Python for real-time processing and decision making. Hardware integration was achieved
through GPIO pins to interface with relay modules, PIR motion sensor, camera module, and
GSM communication module (SIM80OL). A lightweight web server was used to handle
browser-based control, while the Android application was designed to send HTTP requests for
remote device management.
The system operates in real-time by continuously monitoring sensor inputs and executing
control logic based on user commands or detected events. In case of intrusion detection, the
system captures an image using the camera module and triggers an SMS alert through the GSM
module.
4.2 System Contributions
The main contributions of this work are:
e Design of a unified multi-interface smart home system integrating Android, Web, and
GSM control channels.
e Development of a low-cost Raspberry Pi-based IoT architecture suitable for developing
environments.
e Implementation of an offline fallback mechanism using GSM for system reliability
during internet failure.
e Integration of a real-time security subsystem using PIR sensor and camera module.
e Optimization of the system for low-cost deployment in Libyan households.

5. Experimental Results and System Evaluation
The proposed system was evaluated under different operating conditions including local WiFi
control and GSM-based remote access. The evaluation focused on response time, reliability,
and accuracy of the system.

e Average response time (WiFi control): 120-280 ms

e GSM SMS delay: 2-5 seconds

e Motion detection accuracy: 95%

o Relay switching success rate: 100%

e Overall system reliability: 98% during continuous testing
The results indicate that the system performs efficiently in real-time environments and
maintains stable operation even under network variability. The integration of multiple
communication interfaces improves system robustness and ensures continuous operation.
Table 2 presents a comparative analysis between the proposed system and existing home
automation systems.

Table 2 Performance Comparison with Existing Systems

System Type Response Time | Reliability Control Method
Arduino-Based System 400-600 ms 85% Bluetooth / Local
GSM-Based System 2-5 sec 80% SMS only
IoT Cloud-Based System | 300-800 ms 90% Internet / Cloud
Proposed System 120-280 ms 98% Android + Web + GSM

The comparison results demonstrate that the proposed system outperforms traditional
approaches in both response time and reliability. Unlike Arduino-based systems, which are
limited in processing capability, the Raspberry Pi enables faster and more efficient control.
GSM-based systems suffer from high latency, while cloud-based systems depend heavily on
stable internet connectivity. The proposed system overcomes these limitations by integrating
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multiple communication interfaces, including GSM as a fallback mechanism, ensuring
continuous operation under varying network conditions.
The average response time was 185 ms with a standard deviation of 42 ms, based on 50
experimental trials conducted under identical conditions.

Table 3. Cost Analysis of System Components

Component Cost (USD)
Raspberry Pi 45
PIR Sensor 3
Camera 8
Relay 5
GSM Module 7
Total 68

The total system cost is approximately USD 68, making it affordable for low-income
households.

5.1 System Interface

As shown in Figure 2, the hardware components are interconnected through GPIO and serial
communication interfaces, enabling efficient real-time control and data exchange.

Figure 2. Hardware setup of the proposed home automation system.

Figure 3 illustrates the developed Android application interface used for system control and
monitoring.
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Figure 3. Android application interface showing device control, real-time monitoring, and
motion alert notifications.
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6. Discussion and Conclusion

6.1 Discussion

The proposed system demonstrates strong suitability for deployment in developing regions
such as Libya, where internet connectivity may be unstable. The inclusion of GSM as a fallback
communication method significantly enhances system reliability compared to traditional IoT
systems that rely solely on internet connectivity. Additionally, the use of Raspberry Pi provides
a flexible and cost-effective platform for integrating multiple hardware components and real-
time control.

When compared to existing systems, the proposed architecture offers improved accessibility
through multi-interface control (Android, Web, and GSM), as well as enhanced security
through real-time monitoring and intrusion detection. These features make the system more
practical for real-world household applications.

6.2 Conclusion

This paper presented an intelligent low-cost home automation system based on Raspberry Pi,
integrating multiple communication interfaces and a real-time security subsystem. The system
demonstrated high performance in terms of response time, reliability, and flexibility. The
integration of GSM communication as a fallback mechanism significantly enhances system
robustness, making it suitable for environments with unstable internet connectivity. The
proposed solution contributes to the adoption of smart home technologies i

developing regions such as Libya. Future work will focus on integrating machine learning
techniques and enhancing cloud-based monitoring capabilities.

6.3 Limitations and Future Work
6.3.1 Limitations
Despite the good performance of the proposed system, several limitations can be identified:
e The system depends on Raspberry Pi hardware, which may limit scalability for large-
scale deployments.
e GSM communication introduces slight delays compared to direct internet-based
control.
o The system does not yet include advanced Al-based decision-making or automation
intelligence.
e (Camera-based monitoring is limited by lighting conditions and camera resolution.
6.3.2 Future Work
Future improvements of this work will focus on:
o Integrating machine learning algorithms for intelligent home automation and predictive
control.
o Enhancing cloud connectivity for remote monitoring and data analytics.
o Improving energy efficiency through smart scheduling of appliances.
o Expanding system scalability for multi-house or smart community applications.
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